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ABSTRACT: The rapid digitalization of maritime operations through IoT-enabled navigation
systems and cyber-physical ship infrastructures increased Indonesia’s exposure to
cybersecurity risks. Strengthening cybersecurity competence within Maritime Education and
Training (MET) institutions was therefore essential to ensure navigational safety, operational
reliability, and national maritime resilience. This study assessed cybersecurity readiness,
training standards, instructor competence, and facility availability in Indonesian MET
institutions with reference to international frameworks, including IMO MSC-FAL.1/Circ.3,
BIMCO guidelines, and ISO/IEC 27001. A descriptive quantitative approach was employed
using structured questionnaires to evaluate organizational readiness, curriculum
implementation, instructor qualifications, and supporting facilities. Data were analyzed using
percentage distributions to identify institutional conditions and gaps relative to global
requirements. The results indicated that cybersecurity training in most MET institutions
remained largely theoretical, with limited practical exposure. Nearly 80% of respondents
reported having no prior cybersecurity training, while hands-on facilities such as cyber
laboratories and simulation environments were largely unavailable. Instructor expertise and
standardized cybersecurity modules aligned with international guidelines were insufficient to
adequately address threats to AIS, GPS, ECDIS, and integrated IT-OT systems. These findings
revealed a significant gap between existing training practices and the competencies required
for secure digital maritime operations. The study concluded that standardized, practice-oriented
cybersecurity training was urgently needed, supported by instructor upskilling, curriculum
alignment with international standards, and the development of shared training facilities.
Strengthening these aspects was critical to improving national maritime cyber readiness and
supporting resilient intelligent maritime systems.

KEYWORDS: Cybersecurity readiness; maritime training; iot-enabled systems; cyber-
physical systems

1. Introduction

The rapid development of digital technologies in the maritime industry has significantly
transformed ship and port operations worldwide, including in Indonesia. Modern navigation
systems such as Radar, Automatic Identification System (AIS), and Electronic Chart Display
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and Information System (ECDIS) have become essential components of voyage planning and
operational safety, forming the backbone of contemporary maritime operations [1,2].
Additionally, digital technologies that support data collection, transmission, and analysis have
increasingly enhanced navigation efficiency, port services, and environmental protection
efforts [3—5]. However, this digital transformation has also introduced new cyber
vulnerabilities, exposing maritime systems to threats that may compromise navigational safety
and operational continuity [6—11].

Despite the increasing reliance on digital and interconnected maritime systems,
cybersecurity preparedness within Indonesia’s Maritime Education and Training Institutions
(METIs) has remained insufficiently examined. Existing studies have largely focused on
technological risks or regulatory frameworks, while empirical assessments of cybersecurity
readiness and training capacity at the institutional education level have been limited,
particularly in developing maritime nations. This gap is critical, as METIs are responsible for
equipping future seafarers with competencies aligned with evolving cyber risks. Indonesia, as
the world’s largest archipelagic state with over 17,000 islands, depends heavily on maritime
transportation for national connectivity and economic activity. Recent national data indicate a
significant rise in cyber incidents targeting critical infrastructure, while surveys reveal that a
substantial proportion of Indonesian seafarers lack adequate understanding of maritime cyber
risks and mitigation measures [15]. These conditions suggest a mismatch between the rapid
digitalization of maritime operations and the preparedness of human resources responsible for
operating and managing these systems.

Human factors play a dominant role in maritime cyber incidents, accounting for
approximately 65.8% to 80% of reported cases [16,17]. This highlights the importance of
structured cybersecurity education and training. Although the International Maritime
Organization (IMO) has mandated the integration of cyber risk management into ship safety
management systems since January 2021 [18], the adoption of IMO cybersecurity guidelines
(MSC-FAL.1/Circ.3) within Indonesian maritime education has been inconsistent and uneven
across institutions. Prior research also identified gaps between industry cybersecurity
requirements and training practices in developing countries [19-22], reinforcing the need for
localized empirical investigation. Maritime Education and Training Institutions play a central
role in preparing seafarers to operate safely in digitalized and cyber-physical shipboard
environments [23]. However, challenges persist, including limited institutional capacity,
insufficient instructor competence, and the absence of standardized, practice-oriented
cybersecurity curricula [24, 25]. These constraints raise concerns regarding the ability of
Indonesian MET]s to meet international maritime cybersecurity expectations.

In response to these gaps, this study provides an evidence-based assessment of
cybersecurity readiness in Indonesian MET institutions. The novelty of this research lies in its
integrated approach, which simultaneously evaluates cybersecurity awareness among cadets
and instructors, examines existing training practices and institutional support, and identifies
gaps relative to international standards, particularly in the context of loT-enabled and cyber-
physical maritime systems. The objectives of this study were to identify core maritime
cybersecurity competencies defined by international frameworks, assess awareness and
training implementation within METTIs, and analyze institutional readiness to support effective
cybersecurity education. Through this approach, the study contributes to the development of
targeted educational strategies aimed at strengthening Indonesia’s maritime cyber resilience.
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2. Materials and Methods

This study adopted a mixed-methods approach, combining qualitative and quantitative
techniques to comprehensively address the research objectives. Specifically, an Exploratory
Sequential Design was employed, in which the research process began with qualitative data
collection and analysis, followed by quantitative data gathering to validate and generalize the
qualitative findings. This design enabled the integration of both datasets to determine how the
quantitative outcomes reinforced or complemented the initial qualitative insights [26].

2.1. Research design.

The qualitative phase involved gathering expert perspectives from maritime instructors within
MET institutions under the Ministry of Transportation, as well as insights from maritime
practitioners and regulatory authorities. Literature related to maritime cybersecurity training
was also analyzed to strengthen the conceptual foundation [5, 6, 15, 29]. The findings from this
phase were used to construct the quantitative survey instruments, which were administered to
measure awareness levels, technical competencies, and cybersecurity-related perceptions
among instructors and cadets.

2.2. Data collection techniques.

Three data collection techniques were employed in this study: observation, literature review,
and questionnaires.

2.2.1. Observation.

Direct classroom observations were conducted at Politeknik Pelayaran Sulawesi Utara over
one academic semester, with multiple observation sessions during cybersecurity-related
classes. Each session lasted approximately 90—120 minutes and focused on predefined criteria,
including instructional methods, use of learning media, integration of cybersecurity content
into courses, student engagement, and the availability of practical or simulation-based
activities. These criteria ensured consistency and replicability of the observation process.

2.2.2. Literature review.

Relevant documents on maritime cybersecurity education and training, including international
guidelines such as BIMCO Cyber Security Onboard Ships and IMO standards, were reviewed.
Additional cybersecurity frameworks, including ISO/IEC 27002:2022, ISO/IEC 27032:2023,
and the NICE Framework by NIST, also informed the development of research instruments
[27,28].

2.2.3. Questionnaire.

A structured questionnaire using a Likert scale was developed based on the qualitative findings.
The instrument measured cybersecurity awareness, technical competencies (incident detection,
risk management), and perceptions of training effectiveness among instructors and cadets [17].
The final survey consisted of five variable domains, with multiple indicator items for each
construct.
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2.3. Sampling technique.

Primary data were gathered through observation and questionnaires using a stratified random
sampling technique. This method was appropriate for a heterogeneous population divided into
proportional strata [29]. Samples were drawn from four MET institutions in Eastern Indonesia,
covering two respondent groups: instructors and cadets. A total of 430 respondents participated
in the quantitative survey, including 22 instructors and 408 cadets. This sampling approach
enabled a representative assessment of maritime cybersecurity readiness within the region.

2.4. Data analysis.

Qualitative data were analyzed using Thematic Analysis to identify recurring patterns and
generate themes capable of addressing the research questions, consistent with approaches
described by Castleberry and Nolen [30]. These themes guided the construction of the
quantitative instrument. Quantitative data underwent reliability and validity testing to ensure
accuracy and consistency. Internal consistency reliability was evaluated using Cronbach’s
alpha, with all constructs exceeding the commonly accepted threshold of 0.70, indicating
satisfactory reliability. Content validity was established through expert review during the
qualitative phase, while construct validity was assessed through item—total correlation analysis.
Subsequently, descriptive statistical analysis was performed to determine mean scores and
percentage distributions of cybersecurity awareness and competency levels among
respondents. These results were interpreted to reflect the overall readiness of MET institutions
in Indonesia.

3. Results and Discussion

The results of this study combined qualitative insights from observations, document analysis,
and literature review with quantitative findings obtained through a structured questionnaire.
These two forms of data provided a comprehensive understanding of the current condition of
maritime cybersecurity training in Indonesian MET institutions. The qualitative findings
highlighted the fundamental competencies that maritime professionals must possess in
accordance with international standards. Through thematic analysis of the literature, guidelines
from IMO, BIMCO, and the ISO/IEC 27000 series, and institutional documents, a competency
framework was constructed describing the essential elements of maritime cybersecurity
capability. This framework included core competencies such as understanding maritime cyber
threats, cyber risk management, incident detection and response, and cyber hygiene, as well as
supporting competencies related to technical cybersecurity skills, OT/ICS security awareness,
compliance and governance, digital forensics, and emergency support. These competencies
aligned with the Protect—Detect—Respond cycle outlined in IMO MSC-FAL.1/Circ.3/Rev.2 and
were consistent with global cybersecurity expectations for seafarers. This qualitative
framework provided a reference baseline against which the quantitative findings were
interpreted, enabling a clearer identification of gaps between expected and actual institutional
readiness.
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3.1.  Respondent profile.

The quantitative analysis began with a description of the respondent profile, which is presented
in Table 1. As shown, the majority of participants were cadets (94.9%), with instructors making
up only 5.1%. Respondents were predominantly from Politeknik Ilmu Pelayaran Makassar
(64.4%), followed by Politeknik Pelayaran Barombong (22.3%), Politeknik Pelayaran
Sulawesi Utara (11.6%), and Politeknik Pelayaran Sorong (1.6%). Additionally, 79.5% of
respondents reported having never received prior cybersecurity training. This respondent
distribution indicated that the findings strongly reflected the perspective of future maritime
professionals while still capturing instructor viewpoints, which are critical for evaluating
institutional readiness and curriculum effectiveness. The high proportion of respondents
without prior cybersecurity training underscored the urgency of strengthening cybersecurity
education within MET institutions.

Table 1. Respondent characteristics.

Category Description Frequency (F) Percentage (%)
Training Institution Maritime Polytechnic of North Sulawesi 50 0.116
Maritime Polytechnic of Sorong 7 0.016
Maritime Polytechnic of Barombong 96 0.223
Maritime Science Polytechnic of Makassar 277 0.644
Respondent Role Instructor/Lecturer 22 0.051
Cadet 408 0.949
Work Experience No experience 409 0.951
<2 years 0 0
2-5 years 3 0.007
> 5 years 18 0.042
Previous Cybersecurity Training Yes 88 0.205
No 342 0.795

3.2. Overall descriptive statistics.

Descriptive statistical results for all variables were summarized in Table 2 and visualized in
Figure 1. The mean scores for all five variables exceeded 3 on the Likert scale, suggesting a
generally positive perception of maritime cybersecurity among respondents. The highest mean
value was observed in “Perception and Development Needs” (mean = 4.03), indicating strong
demand for further cybersecurity education.

Table 2. Descriptive statistics of likert-scale variables.

Variable N (Valid) Mean Median  Mode  Std. Deviation Range Min Max
Cybersecurity Awareness 439 39823 4 4 0.77253 4 1 5
Technical Cybersecurity

Competence 430 3.8326 4 4 0.77626 4 1 5

Curriculum and Training
Implementation 430 3.874 4 4 0.80141 4 1 5

Institutional Support and
Infrastructure 430 3.9 4 4 0.80067 4 1 5

Perception and

Development Needs 430 40358 4 4 0.79739 4 | 5

In contrast, “Technical Cybersecurity Competence” recorded the lowest mean score (3.83),
highlighting a gap between awareness and practical capability. These results suggested that
while respondents recognized the importance of cybersecurity, existing training had not yet
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translated into sufficient technical proficiency. Similar patterns were reported in prior studies,
which noted that maritime personnel often demonstrated high awareness but limited hands-on
competence in cyber incident detection and response [6, 10, 21].
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Figure 1. Descriptive statistics of likert-scale variables across five cybersecurity dimensions.
3.3. Comparison between instructors and cadets.

The independent t-test results (Table 3) revealed no statistically significant differences for most
variables, except for curriculum implementation and institutional support. Instructors
consistently reported lower mean scores than cadets, particularly regarding curriculum
adequacy and infrastructure readiness. This difference indicated that instructors, drawing on
professional experience and familiarity with international standards, tended to assess
institutional readiness more critically. From a practical perspective, this finding suggested the
need for greater instructor involvement in curriculum design, institutional planning, and the
evaluation of cybersecurity training facilities. Incorporating instructor feedback could help
MET institutions align training programs more closely with operational and regulatory
realities.

Table 3. Independent t-Test based on respondent role.

Variable Role N Mean  Std. Deviation Std. Error Mean
Cybersecurity Awareness Instructor/Lecturer 27 3 9636 0.74485 0.1588
Cadet 408 3.9833 0.77486 0.03836
Technical Cybersecurity Competence Instructor/Lecturer 73 3 6818 0.56454 0.12036
Cadet 408 3.8407 0.78575 0.0389
Curriculum and Training Implementation Instructor/Lecturer 27 3 5091 0.8041 0.17144
Cadet 408 3.8936 0.79751 0.03948
Institutional Support and Infrastructure Instructor/Lecturer 55 3 6182 0.61384 0.13087
Cadet 408 39152 0.80732 0.03997
Perception and Development Needs Instructor/Lecturer 55 4 1455 0.47882 0.10208
Cadet 408 4.0299 0.81097 0.04015

3.4. Cybersecurity awareness.

As summarized in Table 4, respondents demonstrated strong awareness of maritime cyber
threats, particularly regarding the vulnerability of navigation systems (AIS, ECDIS, GPS) and
the impact of cyberattacks on navigational safety. Awareness of personal responsibility in
safeguarding data also scored highly. However, awareness of institutional cybersecurity
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policies was relatively lower. This pattern suggested that individual awareness had developed
more rapidly than institutional policy communication. Similar observations were reported in
previous maritime cybersecurity studies, which emphasized that policy awareness often lagged
behind general threat awareness [2,7]. Improving internal policy dissemination and embedding
cybersecurity governance into daily training activities were therefore essential steps toward
strengthening institutional readiness.

Table 4. Cybersecurity awareness indicators.
Item Statement N Mean  Median  Mode Std. Deviation Range Min Max
I understand what cyber threats 430 3.85 4 4 0.863 4 1 5
mean in the maritime context.

I am aware that navigation 430 4 4 4 0.873 4 1 5
systems (ALS, ECDIS, GPS) can
be targets of cyberattacks.

I understand the serious impact of 430 4.05 4 4 0.882 4 1 5
cyberattacks on navigational

safety.

I know the cybersecurity policies 430 3.92 4 4 0.869 4 1 5

applied in my institution.

I understand my personal 430 4.1 4 4 0.86 4 1 5
responsibility in safeguarding
data and digital devices.

3.5. Technical cybersecurity competence.

Technical cybersecurity competence, presented in Table 5, recorded the lowest overall mean
score among all variables. Respondents reported limited ability to recognize early indicators of
cyberattacks and to respond effectively to incidents. This finding confirmed a critical gap
between awareness and operational capability, particularly in relation to IT-OT integrated ship
systems. International standards such as IMO MSC-FAL.1/Circ.3/Rev.2 and ISO/IEC 27002
emphasize the importance of incident detection, response, and recovery competencies, which
were not yet adequately reflected in current MET training practices. Similar deficiencies were
identified in other developing maritime contexts [19—22]. These results highlighted the need
for simulation-based and scenario-driven cybersecurity training.

Table 5. Technical cybersecurity competence indicators.

Item Statement N Mean  Median  Mode  Std. Deviation  Range Min Max
I can recognize early signs of a 430 3.77 4 4 0.879 4 1 5
cyberattack.
I know basic steps for responding 430 3.81 4 4 0.87 4 1 5
to a cyber incident.
I can correctly use security tools 430 3.86 4 4 0.837 4 1 5
such as antivirus, VPN, or
firewalls.
I understand best practices in 430 3.89 4 4 0.858 4 1 5
password management and
authentication.
I know procedures for backup and 430 3.84 4 4 0.869 4 1 5
recovery in case of system
disruption.
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3.6. Curriculum and training implementation.

As shown in Table 6, respondents generally perceived the cybersecurity curriculum as relevant
and the teaching methods as helpful. However, the adequacy of hands-on practice received the
lowest mean score within this variable. This indicated that existing curricula emphasized
theoretical understanding over practical application. From an international perspective, this fell
short of BIMCO and IMO recommendations, which stress experiential learning through drills,
simulations, and case-based exercises. Strengthening practical components would significantly
enhance the effectiveness of cybersecurity education in MET institutions.

Table 6. Cybersecurity curriculum and training implementation.
Item Statement N Mean Median Mode  Std. Deviation Range Min Max
The cybersecurity training 430 3.88 4 4 0.866 4 1 5
materials I receive are relevant to
maritime industry needs.

The cybersecurity training 430 3.88 4 4 0.85 4 1 5
provided is easy to understand

and applicable.

The teaching methods (theory, 430 3.93 4 4 0.851 4 1 5

simulation, case studies) help me
understand cyber threats.

I receive sufficient hands-on 430 3.8 4 4 0.877 4 1 5
practice in cybersecurity training.

The cybersecurity training offered 430 3.87 4 4 0.864 4 1 5
aligns with international standards
(IMO, BIMCO).

3.7. Institutional support and infrastructure.

Institutional support and infrastructure (Table 7) achieved a moderate mean score (3.90). While
respondents acknowledged management support and instructor competence, concerns
remained regarding the availability of cyber laboratories and secure training networks. When
benchmarked against ISO/IEC 27002:2022 and ISO/IEC 27032:2023, these findings suggested
that Indonesian MET institutions had not yet achieved the minimum infrastructure maturity
required to support comprehensive cybersecurity training. The absence of dedicated cyber-lab
facilities limited opportunities for hands-on learning and incident response simulation, thereby
constraining skill development.

Table 7. Institutional support and infrastructure.
Item Statement N Mean Median Mode  Std. Deviation Range Min Max

My institution provides secure 430 3.91 4 4 0.845 4 1 5
facilities and networks for
cybersecurity practice.

Management support for 430 3.87 4 4 0.868 4 1 5
cybersecurity programs is
adequate.

Instructors have sufficient 430 3.9 4 4 0.849 4 1 5
competence to teach
cybersecurity.

Cybersecurity training receives 430 3.9 4 4 0.873 4 1 5
adequate institutional priority.

I feel my institution is prepared to 430 3.92 4 4 0.857 4 1 5
face future cyber threats.
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3.8. Perception and development needs.

Finally, Table 8 highlighted strong demand for enhanced cybersecurity training, particularly
the development of simulators, digital learning modules, and collaboration with national
agencies such as BSSN. This variable recorded the highest mean values across all dimensions.
This strong demand reflected growing awareness among both cadets and instructors that
current training was insufficient to address evolving maritime cyber threats. Similar calls for
inter-agency collaboration and shared training infrastructure were emphasized in previous
studies on maritime cybersecurity capacity building [21, 22].

Table 8. Perception and development needs.

Item Statement N Mean Median Mode  Std. Deviation = Range Min Max
Cybersecurity is an essential 430 4.01 4 4 0.828 4 1 5
component of maritime training
curricula.

I need more advanced 430 4.02 4 4 0.859 4 1 5
cybersecurity training.

I expect simulators or digital 430 4.06 4 4 0.834 4 1 5
modules for cybersecurity

practice.

Cybersecurity training should be 430 4.02 4 4 0.84 4 1 5

adapted to Indonesia’s
technological context.

Collaboration with national 430 4.07 4 4 0.843 4 1 5
agencies such as BSSN is

necessary to strengthen

cybersecurity training.

4. Conclusions

This study provided an integrated assessment of maritime cybersecurity readiness across
MET]s, combining qualitative insights with quantitative measurements to evaluate awareness,
technical competencies, curriculum implementation, institutional support, and development
needs. The findings demonstrated that cybersecurity awareness among instructors and cadets
was relatively high; however, technical competencies remained limited, particularly in incident
detection, response procedures, and handling of cyber-physical systems that integrate IT and
OT technologies. Although current training materials and teaching methods were generally
aligned with industry expectations, practical training opportunities and simulation-based
exercises remained insufficient to meet international standards such as IMO MSC-
FAL.1/Circ.3/Rev.2, BIMCO Cybersecurity Guidelines, and ISO/IEC 27002. Institutional
support was present but required strengthening, especially in the development of cyber-
laboratory facilities, secure network infrastructures, and continuous professional development
for instructors. The strong demand from respondents for advanced training, collaboration with
national agencies such as BSSN, and the establishment of cybersecurity simulators underscored
the growing urgency to modernize maritime training in response to escalating cyber threats.
Overall, this research highlighted a significant gap between the current capabilities of MET]Is
and the competencies required for secure digital maritime operations. Addressing these gaps
requires standardized, practice-oriented cybersecurity training, improved institutional
infrastructure, enhanced instructor qualifications, and multi-stakeholder collaboration.
Strengthening these aspects will contribute to national maritime cyber resilience and support
Indonesia’s transition toward safe and intelligent maritime systems.
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