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ABSTRACT: Facial recognition is an important application of artificial intelligence (Al) and
computer vision in modern security systems, particularly for automated access control. This
study aimed to implement and evaluate a Residual Network (ResNet)-based facial identification
system for door access control applications. A publicly available facial image dataset was used
and was divided into training (70%), validation (20%), and testing (10%) subsets. The proposed
methodology consisted of data preprocessing, ResNet-based model training, and performance
evaluation using accuracy and loss metrics. The model was trained for 10 epochs to assess its
initial learning capability. The experimental results showed relatively low performance, with
training accuracy ranging from 3.6% to 3.8% and validation accuracy of approximately 3.6%,
while loss values remained high throughout the training process. These findings indicated that
the model was unable to effectively learn discriminative facial features from the dataset and
exhibited signs of underfitting. The limited performance was likely associated with insufficient
dataset diversity, suboptimal preprocessing procedures, and non-optimized training parameters.
The study highlighted the challenges of implementing ResNet-based facial recognition systems
under constrained training conditions. Future work should focus on expanding the dataset,
applying data augmentation techniques, optimizing hyperparameters, and utilizing pretrained
models to improve recognition performance and system reliability.
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1. Introduction

The rapid development of information technology and artificial intelligence (AI) had
significantly transformed various sectors, particularly security systems. Conventional access
control methods such as physical keys, access cards, and passwords were still widely used;
however, these approaches had several limitations, including the risk of loss, theft, duplication,
and unauthorized access. As security requirements continued to increase, there was a growing
demand for authentication systems that were more secure, efficient, and convenient for users
[1,2].

Biometric technologies had emerged as promising alternatives to traditional
authentication methods because they utilized unique physiological or behavioral characteristics
for identity verification. Among various biometric approaches, facial recognition had gained
considerable attention due to its non-contact nature, ease of use, and ability to perform
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automatic identification in real time. Facial recognition systems analyzed facial features
captured by cameras and compared them with stored facial information to determine an
individual's identity [3, 4].

Recent advances in deep learning had significantly improved the performance of facial
recognition systems. Convolutional Neural Networks (CNNs) had become one of the most
widely used approaches because of their capability to automatically extract complex and
discriminative features from image data. Among CNN-based architectures, Residual Network
(ResNet) had demonstrated excellent performance by addressing the vanishing gradient
problem through residual learning and skip connections, allowing deeper neural networks to
be trained more effectively [1, 5]. Consequently, ResNet had been successfully applied in
various face recognition applications and had achieved high accuracy on several benchmark
datasets [6, 7].

Despite these achievements, implementing facial recognition systems in real-world
entrance control applications remained challenging. Unlike controlled laboratory
environments, practical systems had to operate under varying lighting conditions, pose
differences, facial expression changes, image quality degradation, and partial occlusions
caused by accessories such as glasses or masks [8, 9]. Furthermore, many real-world
implementations were constrained by limited training datasets, imbalanced data distributions,
and hardware limitations, which could significantly affect recognition accuracy and system
reliability [10]. These challenges often resulted in a substantial performance gap between
experimental studies and practical deployment scenarios.

Previous studies had reported promising results for ResNet-based facial recognition
systems, particularly in smart security and door access control applications [6, 7]. However,
many of these studies primarily focused on achieving high accuracy using well-curated datasets
under controlled conditions. Limited attention had been given to evaluating the practical
limitations of ResNet-based systems when faced with dataset constraints, environmental
variations, and real-world operational conditions. Therefore, further investigation was required
to understand how such factors influenced system performance and deployment feasibility.

Based on these challenges, this study aimed to implement and evaluate a ResNet-based
facial identification system for automated entrance control. The proposed framework consisted
of face detection, image preprocessing, feature extraction using the ResNet architecture, and
identity matching for access verification. The system was trained and evaluated using a
publicly available facial image dataset that contained variations in lighting conditions, facial
expressions, and viewing angles to simulate practical usage scenarios.

This study was based on the hypothesis that the ResNet architecture could learn
discriminative facial features for entrance control applications; however, its performance might
be significantly influenced by dataset quality, data diversity, and training configurations.
Therefore, evaluating the effectiveness and limitations of ResNet under constrained training
conditions was necessary to determine its suitability for practical deployment.

The main contribution of this research was the implementation and performance
evaluation of a ResNet-based facial recognition system for automated entrance control under
realistic dataset conditions. In addition, this study identified key challenges related to dataset
limitations, environmental variability, and model training, providing insights and
recommendations for future improvements in facial recognition-based access control systems.
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2. Materials and Methods
2.1. Facial recognition.

Facial recognition is a biometric identification technology in the field of computer vision that
identifies or verifies individuals based on unique facial features extracted from digital images
or video streams. Owing to its contactless operation, ease of use, and high level of user
convenience, facial recognition has been widely adopted in applications such as access control,
surveillance, smart security systems, and human—computer interaction [1, 2]. Early facial
recognition systems relied on handcrafted feature extraction methods, including Eigenface,
Fisherface, and Local Binary Pattern Histogram (LBPH), which utilized statistical and
appearance-based representations of facial images [3,4]. While these approaches achieved
acceptable performance under controlled conditions, their accuracy often declined in the
presence of variations in lighting, facial expressions, head pose, occlusion, and image quality,
limiting their robustness in real-world applications [5]. The emergence of deep learning has
substantially advanced facial recognition technology. In particular, Convolutional Neural
Networks (CNNs) have demonstrated superior performance by automatically learning
hierarchical and discriminative facial features directly from image data [6]. Among CNN
architectures, Residual Network (ResNet) has become one of the most widely adopted models
due to its residual learning framework, which facilitates the training of deeper networks while
mitigating the vanishing gradient problem. This capability enables more effective feature
extraction and improves recognition accuracy [7]. As a result, ResNet-based facial recognition
systems have been increasingly integrated into practical applications, including automated
access control, smart surveillance, and biometric authentication, where reliable identification
is required under diverse environmental and operational conditions [8,9].

2.2. Residual Network (ResNet).

Residual Network (ResNet) is a deep Convolutional Neural Network (CNN) architecture
introduced by He et al. [1] to address the vanishing gradient problem that commonly occurs in
very deep neural networks. As network depth increases, conventional CNNs often experience
performance degradation due to difficulties in gradient propagation during training. ResNet
mitigates this issue through residual learning, which enables the network to learn residual
functions rather than directly mapping inputs to outputs. The core component of ResNet is the
residual block, which incorporates skip (shortcut) connections that allow information and
gradients to bypass one or more layers. These connections facilitate gradient flow during
backpropagation, improve training stability, and enable the development of substantially
deeper networks without significant loss of performance [1]. The output of a residual block can
be expressed as:

F(x) +x

where (x) represents the input, (F(x)) denotes the residual function learned by the network, and
(y) is the output of the residual block.
By preserving information from earlier layers while learning increasingly complex

feature representations, ResNet achieves improved convergence and feature extraction

163



Green Intelligent Systems and Applications 6(1), 2026, 161-173

capabilities compared with conventional CNN architectures. Consequently, ResNet has
become a widely adopted backbone model in numerous computer vision applications,
including image classification, object detection, and facial recognition. In facial recognition
systems, ResNet has demonstrated strong performance in learning discriminative facial
features from large-scale image datasets. Its deep architecture enables robust feature extraction
under challenging conditions, including variations in illumination, facial expression, head pose,
and partial occlusion [2, 3]. These characteristics make ResNet well suited for biometric
authentication and access control applications that require reliable identification across diverse
operating environments. Due to its effectiveness and scalability, ResNet remains one of the
most widely used deep learning architectures in modern facial recognition research and serves

as the foundation for many state-of-the-art face recognition frameworks [4,
illustrates the general architecture of ResNet and the residual block mechanism.

5]. Figure 1
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Figure 1. ResNet architecture.
2.3. Research dataset.

The face dataset used in this study was obtained from the Roboflow Universe platform under
the Face Recognition category. The dataset consists of facial images labeled with individual
identities (IDs), enabling each image to be associated with a specific person for recognition
purposes. This dataset was used to train, validate, and evaluate the ResNet-based facial
recognition model developed for the entrance security system. As shown in Figure 2, the
dataset contains facial images with variations in pose, facial expression, illumination, and
partial occlusion. Such variations introduce realistic identification challenges, including
changes in viewing angle, lighting conditions, facial accessories (e.g., glasses and masks), and
facial expressions. These characteristics are important for improving the model’s ability to
generalize and perform reliably in real-world environments.

Figure 2. Sample facial images from the face dataset used for training, validation, and testing of the ResNet-

based facial recognition model.
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All images were resized to 224 x 224 pixels to satisfy the input requirements of the
ResNet architecture. The dataset was divided into training (70%), validation (20%), and testing
(10%) subsets. The selected dataset provides sufficient diversity in facial appearance and
environmental conditions, making it suitable for evaluating facial recognition performance
under practical operating scenarios [11,n12]. Because facial data are classified as sensitive
biometric information, ethical and legal considerations were taken into account during dataset
selection. The dataset was used solely for research purposes and was obtained from a publicly
accessible source with distribution permission provided by the dataset owner. Nevertheless,
potential limitations such as identity bias, unequal data representation, and the risk of
misidentification remain important considerations when utilizing public facial datasets.
Therefore, dataset selection was based on data quality, legal accessibility, ethical compliance,
and suitability for the objectives of this study.

2.4. System design.

The proposed facial recognition system consists of four main stages: dataset preparation, image
preprocessing, feature extraction, and performance evaluation. Facial images obtained from a
publicly available dataset were divided into training, validation, and testing subsets with
proportions of 70%, 20%, and 10%, respectively. Prior to model training, all images underwent
preprocessing, including face detection and cropping, resizing to 224 x 224 pixels, and pixel
value normalization to ensure compatibility with the ResNet input requirements [11, 12]. The
preprocessed images were then used to train a ResNet-based facial recognition model. During
training, the validation dataset was employed to monitor model performance and reduce the
risk of overfitting. Once training was completed, the testing dataset was used to evaluate the
model's recognition capability. The extracted facial features were utilized for identity matching
and access verification within the proposed entrance control system. Figure 3 illustrates the
overall workflow of the proposed system. The workflow begins with facial image acquisition,
followed by face detection, preprocessing, feature extraction using the ResNet model, identity
matching, and access decision generation. This design simulates a practical facial recognition-
based access control scenario and enables the evaluation of model performance under
variations in facial pose, expression, illumination, and partial occlusion [13, 14].

2.5. System implementation and testing.

The proposed system was implemented using Python 3.x. OpenCV was employed for image
processing and face detection, while TensorFlow/Keras was used to develop and train the
ResNet model [16,17]. Experiments were conducted on a computer equipped with an Intel Core
processor, 16 GB RAM, and an NVIDIA GPU when available. ResNet-50 was selected as the
backbone architecture for facial feature extraction. Model training was performed using the
Adam optimizer with a learning rate of 0.001 and categorical cross-entropy as the loss function.
The model was trained for 500 epochs with a batch size of 32. Training and validation
performance were monitored using accuracy and loss metrics. For facial recognition, facial
feature vectors extracted by the ResNet model were compared with stored feature
representations using a similarity-based matching approach. Identity verification was
performed by selecting the highest similarity score that exceeded a predefined threshold.
Similarity measurements were computed using distance metrics such as Euclidean distance or
cosine similarity. The performance of the proposed system was evaluated using accuracy,
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precision, recall, and mean Average Precision (mAP). These metrics were used to assess the
effectiveness of the model in correctly identifying facial identities and its robustness under
different facial and environmental conditions [18, 19].

3. Results and Discussion
3.1. Comparison Experiments: Training Performance of the ResNet Model

This study evaluated the performance of the ResNet-based facial recognition model using the
facial image dataset described in Section 2. The training process was conducted for 500 epochs
using the preprocessing procedures outlined previously, including face cropping, image
resizing to 224 x 224 pixels, and pixel normalization.

3.1.1. Results for initial training phase.

The initial training results indicate that the ResNet model achieved relatively low
classification performance throughout the training process. As shown in Figure 4, both training
and validation accuracy remained nearly constant during most epochs, fluctuating between
approximately 3.8% and 4.7% for training accuracy and between 3.6% and 4.3% for validation
accuracy. Similarly, SM Table 1 shows that although the training loss gradually decreased from
8.4549 at Epoch 1 to approximately 6.3448 at Epoch 500, the corresponding improvement in
accuracy was minimal. The learning curves presented in Figure 4 reveal that the model failed
to achieve substantial performance gains despite prolonged training. Training accuracy
increased only slightly from 3.80% to 4.62%, while validation accuracy remained around
3.80% at the end of training. At the same time, validation loss exhibited considerable
fluctuations and generally remained high throughout the experiment. This pattern suggests that
the model was unable to learn sufficiently discriminative facial representations from the
available training data.
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Figure 4. Training and validation accuracy and loss curves of the ResNet facial recognition model over 500
training epochs.
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The detailed results in SM Table 1 further confirm this observation. Although a gradual
reduction in training loss can be observed across epochs, the corresponding accuracy values
remained close to random classification performance. This indicates that the optimization
process was able to reduce the loss function to some extent but did not successfully improve
the model's ability to distinguish between different facial identities. Such behavior is
commonly associated with underfitting, where the model fails to capture the underlying
patterns present in the dataset. Several factors may have contributed to this outcome. First, the
dataset contains significant variations in facial pose, illumination, facial expression, and partial
occlusion, which increase the complexity of the recognition task. Examples shown in Figure 2
illustrate the diversity of facial appearances and environmental conditions that the model must
learn to handle. These variations may have hindered the extraction of consistent facial features,
particularly when the number of samples available for each identity was limited. Second,
although standard preprocessing techniques were applied, more advanced methods such as
facial alignment, illumination normalization, contrast enhancement, and extensive data
augmentation were not implemented. Previous studies have demonstrated that such
preprocessing techniques can substantially improve facial recognition performance by
reducing intra-class variability and increasing the robustness of learned features [15-17].

Another possible explanation relates to the model configuration. While ResNet is capable
of extracting highly discriminative features, its effectiveness depends on appropriate
hyperparameter settings, sufficient training data, and optimized learning strategies. The
learning rate, batch size, and training configuration used in this study may not have been
optimal for the characteristics of the dataset. Furthermore, the large number of facial identities
relative to the available samples per class may have increased classification difficulty and
limited the model's generalization capability. The architecture of ResNet, illustrated in Figure
1, relies on residual learning and deep feature extraction to identify complex facial patterns.
However, the experimental results suggest that the available dataset and training configuration
were insufficient to fully exploit the advantages of the architecture. Consequently, the residual
blocks were unable to learn sufficiently discriminative representations to achieve reliable facial
classification performance. Overall, the results indicate that the initial training configuration
did not produce a satisfactory facial recognition model. Although a gradual reduction in
training loss was observed, the consistently low training and validation accuracies suggest that
the model suffered from underfitting and failed to learn meaningful facial representations.
Future improvements should focus on increasing dataset diversity, balancing the number of
samples per identity, implementing advanced preprocessing and data augmentation techniques,
and optimizing training hyperparameters to enhance recognition performance..

3.1.2. Results of the Extended Training Phase

To determine whether a longer training duration could improve facial recognition performance,
the ResNet model was trained for an extended number of epochs beyond the initial training
configuration. The results of this experiment are summarized in Table 1 and compared with the
learning behavior observed in the initial training phase. As shown in Table 1, extending the
training duration produced only a marginal improvement in model performance. Training
accuracy increased slightly, reaching values above 4% in some epochs, while validation
accuracy remained approximately 3—4% throughout the training process. Although the training
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loss gradually decreased, both training and validation loss values remained relatively high,
indicating that the model had not achieved satisfactory convergence.

Table 1. Summary of model performance during the extended training phase.

Metric Initial Training
Epochs 500

Training Accuracy 3.6-4.1%
Validation Accuracy ~3.6%
Training Loss High
Validation Loss High
Convergence Status Not Converged
Learning Behavior Underfitting

The limited improvement suggests that the primary performance bottleneck was not the
number of training epochs. If insufficient training time were the main issue, a more substantial
increase in both training and validation accuracy would be expected as learning progressed.
Instead, the consistently low accuracy values indicate that the model was unable to learn
sufficiently discriminative facial representations from the available dataset. This observation
is consistent with the learning curves presented in Figure 4, where both training and validation
accuracy remained nearly flat despite prolonged training. Several factors may explain this
behavior. First, the facial dataset contains considerable variations in pose, illumination, facial
expression, and partial occlusion, which increase classification complexity. While such
variability is desirable for evaluating model robustness, it also requires a sufficiently large and
balanced dataset to enable effective feature learning. When the number of samples per identity
is limited, additional training epochs may provide little benefit because the model repeatedly
encounters the same information during optimization [20, 21]. Second, class imbalance may
have affected the learning process. Unequal representation among facial identities can bias the
model toward majority classes while reducing its ability to recognize minority classes.
Consequently, the learned feature space may not adequately separate individual identities,
resulting in poor classification performance and limited generalization capability [22]. Third,
the training configuration may not have been optimal for the dataset characteristics.
Hyperparameters such as learning rate, batch size, optimizer settings, and regularization
strength directly influence convergence behavior. Suboptimal hyperparameter selection can
prevent the model from effectively minimizing classification errors even when the training
duration is increased [23].

Furthermore, the persistent gap between the expected performance of the ResNet
architecture and the observed results suggests that the network was operating in an underfitting
regime. The residual learning mechanism illustrated in Figure 1 is designed to facilitate deep
feature extraction and efficient gradient propagation. However, the low training accuracy
observed throughout the experiment indicates that the model failed to capture meaningful
relationships within the dataset. This conclusion is further supported by the high loss values
reported in Table 1, which demonstrate that the optimization process did not successfully learn
representative facial features. Overall, the results indicate that extending the training duration
alone was insufficient to overcome the limitations imposed by the dataset and training
configuration. Although a slight reduction in loss was observed, the model continued to exhibit
underfitting characteristics, as evidenced by low training accuracy, low validation accuracy,
and poor convergence behavior. Therefore, future improvements should focus on increasing
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dataset diversity, balancing class distributions, applying advanced preprocessing and data
augmentation techniques, optimizing hyperparameters, and incorporating transfer learning
strategies rather than solely increasing the number of training epochs [20, 23].

3.1.3. Discussion of model performance.

The experimental results demonstrated that the ResNet-based facial recognition model
achieved limited recognition performance under the current training configuration. As
summarized in Table 2 and illustrated in Figure 4, both training and validation accuracies
remained below 5% throughout the training process, while loss values remained relatively high.
Although a gradual decrease in training loss was observed, the corresponding improvement in
accuracy was minimal, indicating that the model failed to learn sufficiently discriminative
facial representations. The observed learning behavior suggests that the model suffered from
underfitting. Despite the residual learning mechanism of ResNet, shown in Figure 1, the
network was unable to effectively capture the complex facial patterns present in the dataset.
This conclusion is supported by the nearly flat accuracy curves and the absence of stable
convergence during training.

Several factors may have contributed to the low performance. First, the dataset size and
class distribution may have been insufficient for training a deep neural network. Facial
recognition models generally require large and balanced datasets containing substantial
variations in pose, illumination, facial expression, and occlusion to achieve robust feature
learning [25,26]. Limited samples per identity can restrict the model's ability to learn
representative facial characteristics and generalize to unseen data. Second, the preprocessing
pipeline consisted primarily of face cropping, resizing, and normalization. While these
procedures standardize image inputs, more advanced techniques such as facial alignment,
illumination correction, and data augmentation were not implemented. Previous studies have
shown that these techniques can significantly improve feature consistency and recognition
performance by reducing intra-class variability [27]. Third, the selected hyperparameter
configuration may not have been optimal for the dataset characteristics. Learning rate, batch
size, optimizer settings, and training duration strongly influence convergence behavior and
model performance. Inadequate hyperparameter tuning can limit the effectiveness of feature
learning even when a powerful architecture such as ResNet is employed [28].

Compared with previous studies, the performance obtained in this work was substantially
lower. For example, FaceNet and ArcFace have reported recognition accuracies exceeding 99%
on benchmark datasets using large-scale training data and optimized deep-learning frameworks
[29,30]. Similarly, ResNet-based facial recognition systems have achieved high recognition
rates when trained using balanced datasets and comprehensive preprocessing strategies [31].
The discrepancy between these results and those obtained in the present study highlights the
importance of dataset quality, training configuration, and computational resources in
determining facial recognition performance. Nevertheless, the findings remain valuable
because they demonstrate the practical challenges associated with deploying facial recognition
systems in resource-constrained environments. The results show that the effectiveness of deep
learning models is highly dependent on the availability of representative training data and
appropriate optimization strategies, even when advanced architectures such as ResNet are
utilized.
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3.1.4. Overall evaluation.

Based on the experimental results, the proposed ResNet-based facial recognition system has
not yet achieved the level of performance required for practical deployment in automated
entrance control applications. The consistently low accuracy values and high loss values
indicate that the model was unable to reliably distinguish between different facial identities
under varying environmental and facial conditions. From an operational perspective, such
performance may result in frequent misidentification, false acceptance, and false rejection
events, which could compromise both security and user convenience. Therefore, the current
implementation should be regarded as a proof-of-concept rather than a deployable security
solution. Several limitations were identified during the study. These include the limited size
and diversity of the facial dataset, the absence of advanced preprocessing and augmentation
techniques, and the lack of systematic hyperparameter optimization. Collectively, these factors
restricted the model's ability to learn robust facial representations and achieve stable
convergence. To improve performance, future research should focus on expanding dataset
diversity, balancing class distributions, and implementing advanced preprocessing techniques
such as facial alignment and illumination normalization. In addition, data augmentation
methods, including rotation, scaling, brightness adjustment, and horizontal flipping, may
improve model robustness by increasing the variability of training samples [34]. Another
promising strategy is the adoption of transfer learning using pretrained ResNet models.
Transfer learning enables the model to leverage feature representations learned from large-
scale image datasets, thereby improving learning efficiency and recognition performance when
only limited facial data are available [35, 36]. Furthermore, systematic optimization of training
parameters, including learning rate, batch size, optimizer selection, and regularization settings,
may enhance convergence and classification accuracy. Overall, the study demonstrates both
the potential and the limitations of applying ResNet-based facial recognition to entrance control
systems. While the current results are not yet suitable for real-world deployment, the findings
provide a useful foundation for future improvements aimed at developing a more accurate,
reliable, and robust biometric access control system.

4. Conclusions

This study evaluated the feasibility of implementing a ResNet-based facial recognition model
for an automated door access control system. The findings revealed that the model achieved
very low recognition performance, characterized by low training and validation accuracy and
persistently high loss values, indicating an underfitting condition and an inability to learn
sufficiently discriminative facial features from the available dataset. The results suggest that
increasing the number of training epochs alone was insufficient to improve model performance
when fundamental limitations existed in the dataset and training pipeline. These limitations
included inadequate dataset size and diversity, limited preprocessing and data augmentation
procedures, and suboptimal training configurations. Consequently, the current model cannot
be considered suitable for practical deployment in real-world access control applications,
where reliable and accurate identification is essential. Nevertheless, this study provides
valuable insights into the challenges associated with developing facial recognition systems
under constrained data conditions and highlights critical factors affecting model effectiveness.
Future research should focus on improving dataset quality and diversity, incorporating
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advanced preprocessing and augmentation techniques, leveraging transfer learning from
pretrained deep learning models, and systematically optimizing training parameters to enhance
recognition accuracy, robustness, and deployment readiness in automated security systems.
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